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Motivating Anisotropic Certificates
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Isotropic ¢, -norm (||d]|, < 1) certificates are:

Evaluating Anisotropic Certificates
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Given two general (isotropic or anisotropic) certificates, how can
we compare them?

* Superset argument:

Definition 1. For a given input point x, consider the two certification regions R1 and Ro obtained
for two classifiers f1 and fo, i.e. Ay = {6 : argmax_ f{(x) = argmax, f{f(x + J),Vd € R1}
and A2 = {6 : argmax, f5(x) = argmax, f5(x + 0),Vd € Ro} where argmax, fi(z) =
arg max, f$(x). We say A; is a "superior certificate" to A (i.e. A1 > As), if and only if, A; D Ao.

* Worst-case: limited on all directions by the closest adversary

* Uniformative w.r.t. decision boundary: do not indicate regions

_ _ » Comparing /5-balls to ¢5-ellipsoids: compare the isotropic certificate
around the input which are safe

» Our proposed anisotropic /2" (||6]|a , = [|A~1/?6]|, <r forp € {1,2})

certificates:

to the maximal enclosed ¢2-ball in the anisotropic one.
* Quantifying /> certificates: compare the n root volume of the
ellipsoid — or proxy radius for short - with the isotropic ¢2-ball.

 Maintain worst-case in the directions of the closest adversar . .
y « Comparing ¢1-balls to ¢%-generalized cross-polytopes: compare the

* Include larger safe regions in other directions

isotropic certificate to the maximal enclosed ¢1-ball in the anisotropic
one.

* Quantifying ¢4 certificates: compare the n root volume of the
generalized cross-polytope — or proxy radius for short - with the

isotropic ¢1-ball.

CIFAR-10 perturbed images (bottom) inside an optimized anisotropic certificate, but not
in an optimized isotropic certificate
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Anisotropic Certification

 Theoretical foundation: a simplified Lipschitz analysis

Proposition 1. Consider a differentiable function g : R™ — R. If sup,|Vg(z)|« < L where || - ||+ * Memory-based sample-wise certification based on [1]: maximize the

How can we choose the anisotropic 3 and A7

T

has a dual norm ||z|| = max, z' ¢ s.t. |z||« <1, then g is L-Lipschitz under norm || - ||., that is

l9(z) — g(y)| < Lfjz —y].

Given the previous proposition, we formalize || - || certification as follows:

Isotropic one.
Theorem 1. Let g : R® — R¥, ¢* be L-Lipschitz continuous under norm || - || Vi € {1,..., K}, argmax 7 (z,07%) , H 9* st. min 6%rP (z,0%) > r¥,
and c4 = arg max; g*(x). Then, we have arg max; g*(x + 0) = ca for all § satisfying: o ; ’ @ -

1 - ~ _/ - — J
61 < 57 (9°% (@) — max g4 (a)) | o
€ Volume per sample (Proxy radius)  Superset of isotropic

certified region’s proxy radius, while keeping it a superset of the

o Certifying ellipsoids: g=(z) = Econo,z) [f(z + ¢€)] o _
| | * Memory-based certification as in [1] for soundness purposes.
Let c4 = argmax; g% (), then arg max; g&.(z + 0) = c4 for all § satisfying:

o2 < 5 (27 (65 (@) — @ (max g (@) ).

* Certifying generalized cross-polytopes: ga(z) = Ecuyj—1,1»[f(x + A€)]
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Pre-print:

Let c4 = argmax; g\, (), then arg max; g4 (x + 8) = ca for all § satisfying:

[61la0 = IA78]11 < (65 () — max g7 () ).
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* Comparison metrics:

» certified accuracy @ radius R (% of dataset correctly classified
and w/radius at least R) and average certified radius (AC'R)

» certified accuracy @ proxy radius R (% of dataset correctly

classified and w/proxy radius at least R) and average certified
proxy radius (AC'R)
* Ellipsoid certification results: comparison with Cohen [2], SmoothAdv
[3] and MACER [4] on CIFAR-10 and ImageNet.

Accuracy @ /5 radius (%)
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* Generalized cross-polytope certification results: comparison with
RS4A [5] on CIFAR-10 and ImageNet.

Accuracy @ /¢ radius (%)
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* (a) certification runtime comparison and (b) certificate visualization
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