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ANCER

How can we choose the anisotropic and   ?

• Memory-based sample-wise certification based on [1]: maximize the 
certified region’s proxy radius, while keeping it a superset of the 
isotropic one.

• Memory-based certification as in [1] for soundness purposes.

Volume per sample (Proxy radius) Superset of isotropic

Results

• Comparison metrics: 
• certified accuracy @ radius R (% of dataset correctly classified 

and w/radius at least R) and average certified radius (. )
• certified accuracy @ proxy radius R (% of dataset correctly 

classified and w/proxy radius at least R) and  average certified 
proxy radius (       )

• Ellipsoid certification results: comparison with Cohen [2], SmoothAdv
[3] and MACER [4] on CIFAR-10 and ImageNet.

• Generalized cross-polytope certification results: comparison with 
RS4A [5] on CIFAR-10 and ImageNet.

• (a) certification runtime comparison and (b) certificate visualization
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Anisotropic Certification

• Theoretical foundation: a simplified Lipschitz analysis

• Certifying ellipsoids:

• Certifying generalized cross-polytopes:

Motivating Anisotropic Certificates

CIFAR-10 perturbed images (bottom) inside an optimized anisotropic certificate, but not 
in an optimized isotropic certificate

• Isotropic    -norm (            ) certificates are:
• Worst-case: limited on all directions by the closest adversary
• Uniformative w.r.t. decision boundary: do not indicate regions 

around the input which are safe
• Our proposed anisotropic    (                                 for             ) 

certificates:
• Maintain worst-case in the directions of the closest adversary
• Include larger safe regions in other directions

<latexit sha1_base64="3AkzSQGfyMPZb/Tf9Gjwr1KxjIU=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hV0RzTHgxWME84BkCbOTTjJmdmaZmRXCkn/w4kERr/6PN//GSbIHTSxoKKq66e6KEsGN9f1vb219Y3Nru7BT3N3bPzgsHR03jUo1wwZTQul2RA0KLrFhuRXYTjTSOBLYisa3M7/1hNpwJR/sJMEwpkPJB5xR66RmF4XoJb1S2a/4c5BVEuSkDDnqvdJXt69YGqO0TFBjOoGf2DCj2nImcFrspgYTysZ0iB1HJY3RhNn82ik5d0qfDJR2JS2Zq78nMhobM4kj1xlTOzLL3kz8z+ukdlANMy6T1KJki0WDVBCryOx10ucamRUTRyjT3N1K2IhqyqwLqOhCCJZfXiXNy0pwXQnur8q1ah5HAU7hDC4ggBuowR3UoQEMHuEZXuHNU96L9+59LFrXvHzmBP7A+/wBk46PGg==</latexit>

`p

<latexit sha1_base64="SALQJb4AUVfRhri5moy2G2dhXGs=">AAAB/HicbVDLSsNAFL2pr1pf0S7dBIvgqiQi2mXFjcsK9gFtDJPppB06mYSZiRBC/BU3LhRx64e482+ctFlo64GBwzn3cs8cP2ZUKtv+Nipr6xubW9Xt2s7u3v6BeXjUk1EiMOniiEVi4CNJGOWkq6hiZBALgkKfkb4/uyn8/iMRkkb8XqUxcUM04TSgGCkteWZ9RBjz4odsFCI19YPsOs89s2E37TmsVeKUpAElOp75NRpHOAkJV5ghKYeOHSs3Q0JRzEheGyWSxAjP0IQMNeUoJNLN5uFz61QrYyuIhH5cWXP190aGQinT0NeTRUS57BXif94wUUHLzSiPE0U4XhwKEmapyCqasMZUEKxYqgnCguqsFp4igbDSfdV0Cc7yl1dJ77zpXDadu4tGu1XWUYVjOIEzcOAK2nALHegChhSe4RXejCfjxXg3PhajFaPcqcMfGJ8/TQaVKg==</latexit>

`Ap

<latexit sha1_base64="hEzy6mF5APMUio5r1+gjN6T3cAY=">AAAB/HicbVDLSsNAFJ34rPUV7dLNYBFclUREuyy4cVnBPqAJYTK5aYdOHs5MhJDWX3HjQhG3fog7/8Zpm4W2HrhwOOde7r3HTzmTyrK+jbX1jc2t7cpOdXdv/+DQPDruyiQTFDo04Yno+0QCZzF0FFMc+qkAEvkcev74Zub3HkFIlsT3Kk/BjcgwZiGjRGnJM2vOxAmAK+JMvBQ7HB6w8My61bDmwKvELkkdlWh75pcTJDSLIFaUEykHtpUqtyBCMcphWnUyCSmhYzKEgaYxiUC6xfz4KT7TSoDDROiKFZ6rvycKEkmZR77ujIgayWVvJv7nDTIVNt2CxWmmIKaLRWHGsUrwLAkcMAFU8VwTQgXTt2I6IoJQpfOq6hDs5ZdXSfeiYV817LvLeqtZxlFBJ+gUnSMbXaMWukVt1EEU5egZvaI348l4Md6Nj0XrmlHO1NAfGJ8/cTaUmg==</latexit>

k�kp  r

<latexit sha1_base64="RavvzEn6Hn8LmNlSZuXH6tSy9tw=">AAACKXicbVDLSgMxFM3UV62vUZdugkVwoXVGRLsRKm5cVrCt0Kklk96poZmZmGSEMp3fceOvuFFQ1K0/YvpAfB0IHM45l9x7fMGZ0o7zZuWmpmdm5/LzhYXFpeUVe3WtruJEUqjRmMfy0icKOIugppnmcCkkkNDn0PB7p0O/cQtSsTi60H0BrZB0IxYwSrSR2nbFG3gd4Jp4g3bqhURf+0F6ku2IDB9j430pV+muuyeyr7DAHocbLNt20Sk5I+C/xJ2QIpqg2rafvE5MkxAiTTlRquk6QrdSIjWjHLKClygQhPZIF5qGRiQE1UpHl2Z4yygdHMTSvEjjkfp9IiWhUv3QN8nh5uq3NxT/85qJDsqtlEUi0RDR8UdBwrGO8bA23GESqOZ9QwiVzOyK6TWRhGpTbsGU4P4++S+p75fcw5J7flCslCd15NEG2kTbyEVHqILOUBXVEEV36AE9oxfr3nq0Xq33cTRnTWbW0Q9YH59kVadD</latexit>

k�kA,p = kA�1/p�kp  r
<latexit sha1_base64="IiH6ke7UWvjdb6WnUtSqE5ugdUU=">AAAB9HicbVBNSwMxEJ2tX7V+VT16CRbBg5TdItpjwYvHCvYDukvJptk2NMmuSbZQlv4OLx4U8eqP8ea/MW33oK0PBh7vzTAzL0w408Z1v53CxubW9k5xt7S3f3B4VD4+aes4VYS2SMxj1Q2xppxJ2jLMcNpNFMUi5LQTju/mfmdClWaxfDTThAYCDyWLGMHGSkHiM4n8zLtCNX/WL1fcqrsAWideTiqQo9kvf/mDmKSCSkM41rrnuYkJMqwMI5zOSn6qaYLJGA9pz1KJBdVBtjh6hi6sMkBRrGxJgxbq74kMC62nIrSdApuRXvXm4n9eLzVRPciYTFJDJVkuilKOTIzmCaABU5QYPrUEE8XsrYiMsMLE2JxKNgRv9eV10q5VvZuq93BdadTzOIpwBudwCR7cQgPuoQktIPAEz/AKb87EeXHenY9la8HJZ07hD5zPH0jakRo=</latexit>

p 2 {1, 2}

Evaluating Anisotropic Certificates

Given two general (isotropic or anisotropic) certificates, how can 
we compare them?

• Superset argument:

• Comparing   -balls to -ellipsoids: compare the isotropic certificate 
to the maximal enclosed -ball in the anisotropic one.

• Quantifying     certificates: compare the nth root volume of the 
ellipsoid – or proxy radius for short - with the isotropic    -ball.

• Comparing    -balls to    -generalized cross-polytopes: compare the 
isotropic certificate to the maximal enclosed -ball in the anisotropic 
one.

• Quantifying certificates: compare the nth root volume of the 
generalized cross-polytope – or proxy radius for short - with the 
isotropic -ball.
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